naaoUla WebSite NiNeINU Alcohol Taele Action = Warning (http://www.smirnoff.com)

) FortiGuard /=2 71l

ZERTINET

Powerad by FortiGuard
Web Page Blocked!

You have tried to access a web page which is in violation of your internet usage policy.

URL: www.smirnoff.com/en-us/newmain/home. aspx
Category: Alcohal

To have the rating of this web page re-evaluated pleasze click here,

Froceed Go Back

NAADVIR)A WebSite NNEIND Alcohol Taeld Action = Authenticate (http://www.smirnoff.com)

&) FortiGuard |/ 1li=rin

FiERTINET

Povered by FortiGuard

Web Filter Block Override

If you have been granted override creation privileges by your administrator, you can enter your username and passwaord here to gain immediate access to the blocked web-page. If you
do not have these privileges, please contact your administrator to gain access to the web-page,

Usemame:

Passwaord:
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#19819M3 19 FortiGuard ¥11m15 Block WebSite 11iM312 @u019a71v04 Categories

FortiGate 60C

System

Policy

Firewall Objects

45 Antivirus

* Profile
2% Wweb Filter

l Profile

* Rating Overrides
G Application Contral
() Intrusion Protection
&% Email Filter
~ Data Leak Prevention
-rﬂ Client Reputation

YPN

User & Device

WiFi Controller

Log & Report

o

Hel

&t

Wizard

Qs

Logout

FzERTINET

Edit Web Filter Profile

Name default
SomuiEnts default web filtering 21/255
Inspection Mode @ Proxy (O Flow-based ) DNS

[¥] FortiGuard Categaries

T show @ all -

+ @Local Categories

+- @ Potentially Liable

+ @adult/Mature Content
=+ @Bandwidth Consuming

-~ @File Sharing and Starage

- @Freeware and Software Downloads
@1nternet Radio and TV

@ Internet Telephony

@ Peer-to-peer File Sharing

-~ @ Streaming Media and Download «
@ allow
Block

@ Security Risk

)

@ aceneral Interest - Person & Monitor

£
+@General Interest - Busing| L Warning
o & Authenticate

A Unrated

P Quota on Categories with Monitar, Warning and Authenticate
Actions

[7] Enable Safe Search
[¥] Scan Encrypted Connections (Exempted Categaries: [¥] Banking Health Care [¥] Personal Privacy )
[Z] Enahle Web site Filter
P 2dvanced Filter
| Apply

nagouitla WebSite NiNaINY Streaming Tae 1% Action = Block

FortiGuard /=2 71li=rlie

ZRTINET

Powerad by FortiGuard

Web Page Blocked!

You have tried to access a web page which is in vidlation of yaur internet usage policy.

URL: www ., youtube.com/watch?v=IBb2BZMMRE0
Category: Streaming Media and Download

To have the rating of this web page re-evaluated please click here,
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' v
FM5U Action DU IFUNMITAHNUA Quota THAT Access WebSite 11 Tanuminla

FortiGate 60C

System

Policy

Logout

Edit Web Filter Profile

T © =

Name

default

Firewall Objects

Profiles

'ﬁ Antivirus
= * Profile
W weh Filter
-

~* Rating Overrides
application Control
[ Intrusion Protection
3 Email Filter
[ Data Leak Prevention
%@ client Reputation

VPN

Commants default web filtering

Inspection Mode @ Proxy 0 Flow-based ) DNS

FortiGuard Categories

TShow (@ Al =

@ Local Categories
@ Potentially Lishle

@ Adult/Mature Content
@ Bandwidth Consuming

+ @ Security Risk

&
+
+
+
+! @General Interest. - Personal
+

- @ General Interest - Business

+ A Unrated

¥ Quota on Categories with Monitor, Warning and Authenticate
Actions

@ create New

Streaming
Media
and

5 min

Download

"] Enable 5afe search

[7] Enable Web Site Filter
P advanced Filter

‘User & Device

~WiFi Controller

Log & Report

214255

Scan Encrypted Connections (Exempted Categories Banking [7 Health care [@] Personal Privacy )

Apply |

#10619n3 19911 URL Filter

FortiGate 60C

System

Policy

F::RTINET
T © =

Edit Web Filter Profile

Name default

‘Firewall Objects
l Sect
A antivirus

= * Profile
W web Filter

Profiles

* Rating Overrides
application Cantral
() Intrusion Protection
¥ Email Filter
[ Data Leak Prevention
I client Reputation

VPN

Comments default weh filtaring

Inspection Mode @ Prowy ) Flow-based &) DNS

[7] FortiGuard Categories

Enable Safe Search
Search Engine Safe Gearch - Google, Yahon!, Bing, Yandex
[7] ¥ouTube Education Filter | |

Scan Encrypted Connections (Exempted Categories

Enable Web Site Filter

@ 21055

Banking Health Care Personal Privacy )

D Create ew

itde.co.th Simple

Wildeard

Enable
Enable

Allagw
Block

‘User & Device

b Advanced Filker

‘WiFi Controller

Log & Report

Apply |
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RLERT Application Control

< 9 v . . ' . ! .
Fumsadia Profile AMIUNITNIVAN Application N Firewall 154 Monitor ,Block

A A ° v 2 ) . ' & A < .. Zomy
INDNILU Profile mmuum‘lmmiu Policy Glﬂulﬂ AL AT VRERG RIS IAY Application ﬂ“l’lﬂﬂ

FortiGate 60C

System

Policy

Firevsall Objects

* A antivirus
% weh Filter
gy Application Contral

@ | Intrusion Pratection
&% Email Filter

Data Leak Prevention
@15 Client Reputation

VPN

User & Device

WiFi Controller

Log & Report

MName

Caomments

default

monitor all applications

24/255

Application Sensor

Q

Help

2

Wizard

e SEATINET

ECET I © =

; rity Profiles é

) Create New

P EEEAT all Al & Pass 012mail, Dzz0, 1und1.Mail ... [Show all 2461]
[ Manitar all other Known spplications
= manitar All Other Unknown applications
Apply

FortiGate 60C

System

Policy

Firewall Objects

; Security Profiles

E4 Antivirus
& ¥ web Fiter
B Application Control

* Application List
-0 Intrusion Protection

%3 Email Filter
2 Data Leak Prevention
Client Reputation

VPN

User & Device

WiFi Controller

Log & Report

Sensor Type
Filter Options]

Filter Based

@ Specify Applications

O

Logout

2]

Help

&

Wizard

FEERTINET

] Enahble additional application detection

Category

[Mupdate

FIvides/sudio

[T potnet [Tl collaboration [TlEmail
["IFile.5haring [MGame [ General.Interest
[CINetwork.Service [@Ipzp [CIProxy
[CIRemote.Actess [[]socialiMedia [T]storage.Backup

[Cvalp

El Technology
[erowser-based
[Tl client-server

[T Network-Protocol

[7]Peer-to-Peer

Risk

[¥]Excessive-Bandwidth

[¥IMone

otnet

Appl
[0 AllMusic
# Ares
@y Ares_Chat.Join
3 Azureus
@ BitTorrent_Download
) Bitcomet.HTTP.Seed
[E ExtraTorrent
& FileGuri
E3FlashGet
£ Frostwire
& Imesh
&) KKBox
& Lphant
00 Octoshape

Q Type to search.applications
0

pzp

Peer-to-Peer

Peer-to-Peer
Peer-to-Peer
Peer-to-Peer
Peer-to-Peer
Peer-to-Peer
Peer-to-Peer
Peer-to-Peer
Peer-to-Peer
Peer-to-Peer
Peer-to-Peer
Peer-to-Peer
Peer-to-Pesr
Peer-to-Peer

[7] Show Selected Applications Only

Excessive-Bandwidth
Excessive-Bandwidth
Excessive-Bandwidth
Excessive-Bandwidth
Excessive-Bandwidth
Excessive-Bandwidth
Excessive-Bandwidth
Excessive-Bandwidth
Excessive-Bandwidth
Excessive-Bandwidth
Excessive-Bandwidth
Excessive-Bandwidth
Excessive-Bandwidth
Excessive-Bandwidth

M 41

/3 » M [ Total 32

Weritar & ok | Reset 5 Trsffic hapina.

| Cancel
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#10819M3 J9au Application Control ( Block P2P )

System

Nl—

e

~* DoS Policy

* Prozy Options

* S5L/SSH Inspection
& = Monitar

Router

) Create New [ Edit i Delete
T Source
w portl (WAN) - port10 (LAN) (1 -1

1 B all OwA_Mail
¥ portl0 (LAY - portl (WAN) (2 - 2)

ort10 (LAN) - ports (WiFi) (3 - 3)

3 ElLAN_Zone E] WiFi_Zone
¥ portl0 (LAR) - portd (DMZ) (4 - 4)

4 5] LAN_Zone [El pMZ_2Zone
¥ ports (WiFi) - porti0 (LAN) (5 - 5)

s 5] WiFi_Zone EEl LAN_2one
¥ portd (DMZ) - portld (LAN) (6 - 6)

6 51 DM2_Zone
b Irrplicit (7 - 7)

[l LAN_Zone

T always

T always

T always

@ always

T always

@ aLL

AL

CALL

@ ALL

@EaALL

¥ Accept

¥ Accept

¥ Accept

¥ Accept

¥ Accept

@ Section View |

¥ protect_email_server

)

]

(>} 0 Packets /0B

Q 0 Packsts /0B
(%} 0 Packets /0 B
(3] 0Packets /0B |
%) 0 Packets /0 B

Firewall Objects

Security Profiles

VPN

User & Device

WiFi Controller

Log & Report

.

I~ 1 4 I~ o 1 . H
wifiuIuioa319 Application Sensor t@3nvz 1111/ 1d 14 Policy HABan13 1%

U

Aoz Application Sensor ¥o Block P2P 11/1a1u Policy U0

NauUUIN

)

a

110819 gnAdeen1s 19 Block Bit 13111A5049 Client U393 LAN @11150 Load Bit 18

1% Client 0 Internet
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@151 IPS Sensor

. a VY R oA ° . 3 . A =
FottiGate 9¢) Profile Default ®gLa7 GINNITNIHUA Action 111 Signature Default A® NI

H % o Y 1 { 1 {
Attack 1ANNAMNFUUTIENANUBUATIBITEVVILTINT Block 11 a9 Attack Tanegluvum

9
%

Y o . o Y kS e <
Ya9afesz1V921AT Monitor §115UM3T Attack 11149 Junii01992 19 Profile Default taen 1@

FortiGate 60C

System

Policy

Sensar Type @ Filter Based ©) Specify Signatures

Firewall Objects

VPN

% Security Profiles %

Filter Options]

Edit IPS Filter

wizard

2

el

Logout

S=ERTINET

Severity

ETarget

4 sntivirus [#] wanma critical [¥] client [#lesp
* Profile wann high server [¥] Linux
@ web Fitter ] medium [#IMacos
# {y application Contral B
& JJ Intrusion Pratection TP s Blote:
fies sensor ] #Isolaris
* IPS Signatures ¥ Windows
¥ Email Filer
@ Client Reputation 2Wire.Wireless.Router.XSRF.Password.Reset medium server, client BSD &l Block
3Com.3CDaemon.FTP.Server.Buffer.Overflow sann high server Linus @l Block
3Com i M Center.Directory. Traversal medium server Linux & Black
3Com i M Center.Infor Disclosure medium server Linux @l Block
3Com.OfficeConnect.ADSL.Wireless.Firewall.Router.DoS rmediurn server BSD & monitor
3D.Life.Player.WebPlayer.ActiveX.Control.Buffer.Overflow suun  high client Linus @ Monitor
3ivx.MPEG4 File.Processing.Buffer.Overflowe msmn high tlient Linux &l Block
4D.WebStar.FTP.Command.Buffer.Overflow s high server Linux & Block
4D.WebStar.Tomcat.Plugin.Remote.Buffer.Overflow medium server Linus @ Monitor
7T.IGSS.0DBC.Server.Memory.Corruption medium server Linusx 6] Block
7Technologies.IGSS.SCADA.System.Directory. Traversal wamma Critical server Linux @ Monitor
427BB.Cookie.Based.Authentication.Bypass medium server Windows @l Block
4278B.Showthread PHP.ForumID.Parameter. SQL.Injection redium server windows 5] Block
1024CMS. Standard.PHP.File.Inclusion ween high sarver Linux, BSD &l Block

User & Device

Action [ cignature Defaults |5 Manitarall W‘M & Quars

[T Packet Logging

WiFi Controller

/414 P M [ Total: 5795 ]

Log & Report

A <
‘H%’E) 91VLUNNUNITIND Package Log

Action |J) Signature Defaults & Monitar Am Black &ll {) Reset @ Quarantine

[ Packet Logaing
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#10619M3 19911 1PS

System

Router

Nl—

e

~* DoS Policy

* Prozy Options

* S5L/SSH Inspection
& = Monitar

) Create New [ Edit i Delete

T Source
w portl (WAN) - port10 (LAN) (1 -1

1 B all OwA_Mail
¥ port1d (LAN) - portl (WAN) (2 - 2)

ort10 (LAN) - ports (WiFi) (3 - 3)

3 ElLAN_Zone E] WiFi_Zone
¥ portl0 (LAR) - portd (DMZ) (4 - 4)

4 5] LAN_Zone [El pMZ_2Zone
¥ ports (WiFi) - porti0 (LAN) (5 - 5)

s 5] WiFi_Zone EEl LAN_2one
¥ portd (DMZ) - portld (LAN) (6 - 6)

6 51 DM2_Zone
b Irrplicit (7 - 7)

[l LAN_Zone

3 always

T always

T always

@ always

T always

@ aLL

AL

CALL

@ ALL

@EaALL

¥ Accept

¥ Accept

¥ Accept

¥ Accept

¥ Accept

@ Section View () Glabal View

¥ protect_email_server

)

9

(>} 0 Packets /0B

Q 0 Packsts /0B
(%} 0 Packets /0 B
(3] O Packets /08 |
%) 0 Packets /0 B

Firewall Objects

Security Profiles

VPN

User & Device

WiFi Controller

Log & Report

Yy 9

S 1o v 1 . . {
LN UINTITIU Case TanAAeIns Protect Mail Server 142N Client 71900 Internet

u

39111101 IPS Profile ¥0 Protect eMail Server 131 Policy Map VIP 910 WAN 191 Mail Server

taz14 IPS Profile ¥ Protect Client 13en#5u Policy ‘ﬁﬂlalilluﬁ Client 990 Internet
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#1451 Email Filter

FortiGate 9¢3 Profile Default EJQJ:LLE%}’J LIAD 199N “Enable Spam Detection and Filtering”

“FortiGuard Spam Filtering” %30 “Local Spam Filtering” 19111 Profile Default 1a8f 1a

s

wizard

FortiGate 60C

O

Logout

o

Help

FZERTINET

System

Edit Email Filter Profile default ~
Palicy Name default
Firewall Objects Comments malware and phishing URL filtering 347255
§ Security Profiles § Inspection Mode @ Proxy ) Flow-based
&4 antivirus [7] Enable Spam Detection and Filtering
&

Application Contral

e Spam Action Tagged Taaged Discard  ~
[0 Intrusion Protection - -
H Tag Location subject v Subject  w | subject
&9 Email Fiteer = + - =
F B Tag Format
* Email List ¥ FortiGuard Spam Filtering

% Data Leak Prevention ¥I1P Address Check | |URL Check V] Detect Phishing URLs in Email

@05 Client Reputation [ E-mail Checksum Check [¥] Spam Submission

¥ Local Spam Filtering
[¥IHELD DNS Lookup [F]BWL Check | - None — -
[#] Return E-mail DNS Check

Apply

¥PN

User & Device

WiFi Controller

Log & Report

HUYLYIA
S & . . ¥ . b = . 9 A . . v 2
15U Email Filter 1uA2 FortiGate a2l Action A 2 LUV Tag Subject L1 Discard fN1UY
Enable Spam Detection and Filtering => FortiGuard License

FortiGuard Spam Filtering => FortiGuard License
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System

| @ create New

Router

Palicy

~* DoS Policy

% Proxy Options

“* 55L/55H Inspection
&5 Monitar

Firewall Objects

portl (WAN) - portl0 (LAN) (1 - 1
1 Eall owa_Mail
port1l0 {LAN) - portl (Wan) (2 - 2)
z ElLAN_Zone Eall
¥ portld (LAN) - portd (WiFi) (3 - 3)
3 ElLAN_Zone £5] WiFi_2one
~ portld (LAN) - portd (DM2) (4 - 4)
4 E]LAN_Zone £ DMZ_Zane
w portd (WiFD) - portid (LAN) (5 - 5)
5 El wiFi_Zone El LAN_Zone
¥ ports (DMZ) - port10 (LAN) (6 - 6)

& El DMZ_Zone El LAN_Zone

H b tmplicit (7 - 73

@ always

T always

T always

T always

T always

[ always

T ALL

T Destination |7 schedule | T service | T authentication < action |7 Email Filter | 7 Lol TAT] 7 count__]|
)

v Accept

+ Accept

v Accept

v Accept

¥ Accept

v Accept

@ Section Wiew © Global Wiew|[Q Search ||

% FDS_AntiSpam aQ (%] 0 Packets /0B
L] @ 3,985 Packets / 2.33 MB
a %] 0 Packets /0 B
] Q 0 Packets /0 B
@ © 0 Packets /08
Q@ @ 0 Packets /0B

Security Profiles

YPN

User & Device

WAN Opt. & Cache

WiFi Controller

Log & Report

#1981975 19979 FortiGuard AntiSpam

1 v
11108314 ForltiGuard AntiSpam (5803081182 31AUUENI5011 Profile AINAN

1 9
w1514 Policy 1A04M13 Protect ldtas dreeaiifelyaiulu Policy VIP

191115 Map IP Public 3114 Mail Server-n1lu
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Local User Auth

9
%

TUADUNT : 519 User Group

System & New User Group

Boues Name firewall_local

Policy Twpe @ Firewall ) Fortinet Single Sign-On (FSS0) (0 Guest RADIUS Single Sign-on (RSSO)
Firewall Objects Members Click to set...

Security Profiles Remote authentication servers

VPN @ add

T —
B User

* User Definition

Mo matching eniries found

| oK || cancel |

r Group
* Guest Management
B Device

®-) authentication

& Two-factor Authentication
el wulnerahility Scan

@ Monitor

WAN Opt. & Cache.

WiFi Controller

Log & Report

Y
X

~ Y 1 o ng A
VU U 2 : @519 User 1alu User Group Tagvihmudusoulilisooq

System User Creation Wiz
Router
Policy
Firewall Objects @ Local User
Security Profiles () Remote RADIUS User
VRN ) Remote TACACS+ User
% ) Remote LDAP User

A BHCh l

User Group

Low Guest Management
5 Device
® ) authentication

2l Two-factor Authentication
g wulnerability Scan
& & monior

WAN Opt. & Cache

WiFi Controller

Log & Report

FortiGate Quick Install Guide by ITDC

LJ
Nt FortiOS 5.x ,Rev.01



