9
%

VUABUN 3 : WU Policy Auth @18 Local User

System

Router

Paolicy Type @ Firewall © WPN

Policy Subtype o Address @ User Identity () Device Identity

Incoming Interface partld (LAM)

Source Address

[E] LAN_Zone

* Dos Palicy Outgaing Interface

[¥] Enable NAT

portl [WAN)
* Proxy Options

* 550/S5H Inspection

= @ Use Destination Interface Address [ Fixed Paort
= @ Monitor

' Use Dynamic IP Fool Click to add. ..

Gonfigure Authentication Rules

<

@ Create New

User/Group Destination Address Schedule Traffic Shaping Logging
all BLL = [] [7]

& firewall_local always v ACCEPT
& ANY all ALL alwrays = [%] (%] @ DENY
Firewall Objects [7] Skip this palicy for unauthenticated user
Security Profiles [7] Disclaimer
VPN 7] Customize Authentication Messages
User & Device Gomments Wirite 3 comment /1023
WAN Opt. & Cache
| oK 1| Cancel
WiFi Controller
Log & Report

Y
YU User 32AANYN Firewall Auth

Username:

Password:

Authentication Required

Please enter your username and password to continue.
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Fortinet Single Sign On ( FSSO )
Y
N1TTUAIVDINIT Sign On User N1 Windows AD [ MaLA7 FortiGate 9¢51NT 11 Event U
1 9 19 (% [ . = 3’,
LLﬁ%ﬁTNTﬁﬂﬂﬁﬂﬂ User f)ﬂﬂhlﬂlﬁﬂiﬂﬂulllﬂﬂ\‘] Auth NUAI Firewall 80N 1 A3

9
%

VUADUN 1: ﬁ'%}N Connector NUAI Windows AD

System New Single Sign-0On Server

Bautar Twpe ) Poll Active Directory Server @ Fortinet Single-Sign-On Agent 0 RADIUS Single-Sign-On Agent
Policy Mame AD_F550
Firewall Objects Primary Agent IP/Name 192.168.2.111 Password eees
Security Profiles Secondary Agent IP/Name Passward More FSS0 agents
VPN LDA&P Server Click o set... -
EET—
| Apply & Refresh || 0K | Cancel \
- User =

* User Definition

* User Group

* Guest Management _
B} Device =
=) Authentication

" LDAP Server
® RADIUS Server L

* Settings
o= Two-factor Authenticatic -

P F——

WAN Opt. & Cache:

WiFi Controller

Log & Report

v
U

TupoUN 2: &319 User Group 1 Link NU FSSO

System Edit User Group

Balen MName ‘@Dumailusﬂs A

Policy Type = Firewall @ Fortinet Single Sign-On (FS50) 7 Guest ) RADIUS Single Sign-On (RSS0)
Firewall Objects Members T 4

-Security Profiles Please Select

“/$DUPLICATE-23FE
/$DUPLICATE-23FF
/$DUPLICATE-2400
“/$DUFLICATE-2401
“/$1QB000-102M33VKOEQE
VACCOUNT

/HCCOUNT OPERATORS
“/ADMIN STAFF X DRIVE
/MDMINISTRATIVE STAFF
“/ADMINISTRATORS

[ > | >

B User

* User Definition

Qe croun

* Guest Management

T /BACKUP OPERATORS
-5 Device +/CERT PUBLISHERS
| - . YCERTSWC _DCOM_ACCESS
B Authentication +/CUSTOMERSERVICE
#E Two-factor Authentication /DEVELOPER

/DHCP ADMINISTRATORS
/DHCF USERS
+/DISTRIBUTED COM USERS

AT AT

- gk Yulnerability Scan
®E8 Monitar

Phoomemne BB e

WAN Opt. & Cache

WiFi Controller

Log & Report
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%

System

* DoS Policy

* Proxy Options
* 55L/55H Inspection
2] E!j Monitor

Firewall Objects

TUADUN 3: 7514 Policy Auth 10819 User Group 5111910 FSSO

Policy Type

@ Firewall ) VPN
Policy Subtype () Address @ User Identity ¢ Device Identity

Incoming Interface

port1n (Lam) L+
Source Address £5] LAN_Zone e
Qutgoing Interface partl (WAN) L+

[¥] Enable NAT
@ Use Destination Interface Address [7] Fized Port

3 Use Dynamic IP Pool Click to-add...

Configure Authentication Rules

& Create New

User/Group Destination Address Schedule Traffic Shaping Logging
all ALL - [X] @

& all_Dbomain_User always

Security Profiles

VPN

User & Device

WAN Opt. & Cache

WiFi Controller

Log & Report

v ACCEPT
) ANY all ALL always o (%] (%] @ DENY
[7] Skip this policy for unauthenticated user

[7] Disclaimer

7] Customize Authentication Messages

Comments Write a comment... 0/1023

||~ cancl

Y
101U User 92AAYN Firewall Auth

FERTINET

Authentication Required

Please enter your username and password to continue.

Username:

Password:
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LDAP User

9
%

VUADUN 1 ﬁ%IN Connector Y94 FortiGate N1 LDAP

LDAP Server

System
Boiter Name Loap
Palicy Server Mame/IP 192,168.2,101
Firewall Objects Server Port 380
Security Profiles Common Name Identfier cn
Distinguished Name cn=Iocal,cn=lab 7]
Bind Type ) Simple ) Anonymous @ Regular
T —— User DN gu=users,cn=lacal,cn=lab
Password .. .

= Deyice Groups

“* Endpoirt Profile [7]Secure Connection

J Authentication | | Test |

* Single Sign-0On

| OK i Cancel

" RADIUS Server

m

* Settings
] Two-factor Authenticatic
& Vulnerability Scan

@ Monitor -
O i ] ¥

WAN Opt. & Cache

WiFi Controller

Log & Report

v
X

TuUAOUN 2 : 8319 User Group 119411 User 1'1#910 LDAP

New User Group

System
Roubns Hame LDAR_User A
Policy Type @ Firewall ¢ Fortinet Single Sign<0n (FSS0) & Guest  RADIUS Single Sign-On (RES0)
Firewall Objects Members Cligi I8 58te, N -
Security Profiles Remote authentication servers o A y
& add [ Edit T Delete

| 0K | Cancel |

“* Guest Management =
= (=} Device

* Device Definitions

* Device Groups

*® Endpoint Profile

Authentication
* Single Sign-on
* LDAP Server 33

[ P——

WAN Opt. & Cache

WiFi Controller

Log & Report

FortiGate Quick Install Guide by ITDC

Nt

FortiOS 5.x ,Rev.01



9
%

System

Router

2 Z Policy
DoS Palicy
Proxy Options
- ® 55L/55H Inspection
& & monitor

Firewall Objects

Security Profiles

YPN

User & Device

WAN Opt. & Cache

WiFi Controller

Log & Report

Policy Type

Policy Subtype
Incoming Interface
Source Address
Outgoing Interface
[¥] Enable MAT

TUADUN 3: 7519 Policy Auth Taeld User Group i

e

@ Firewall VPN

 Address @ User Identity ¢ Device Identity

portLD (LAN) W
[E] LAN_Zone v
portl (W ANY [¥]

@ Use Destination Interface address [ Fixed Port

Use Dynamic IP Pool

Gonfigure Authentication Rules

Click tor add..,

UN1910 LDAP

& create New

User/Group Destination Address Schedule Traffic Shaping Logging
all AL - [%] @

= LDAP_User always ¥ ACCEPT
& ANY all ALL always = (%] @ DENY
] Skip this policy for unauthenticated user

7] Disclaimer

[T] Customize Authentication Messages

Lommertes Write a comment... oi1023

| 0K il Cancel

Y
101U User 92AANYN Firewall Auth

FERTINET

Authentication Required

Please enter your username and password to continue.

Usemame:

Passyord
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LDAP User

9
%

VUADUN 1 ﬁ%}N Connector Y94 FortiGate N1 RADIUS

System

‘Router Mame R‘.‘&DIU“S.

Policy Primary Server Name/IP 192,168.2,103

Firewall Objects Primary Server Secret o . Test
Security Profiles Secandary Server Name/IP

VPN Secondary Server Secret | Test

§§ futhentication Scheme @ Use Default Authentication Scheme

= Uger Group £ 1 Specify Authentication Protocal
* Guest Management Pap

) Device F
* Device Definitions

MaS IP/Called Station ID

Include in every User Group  [] Enable

“ Device Groups i
I 0OK | Cancel

(T

* Endpoint Profile
B4 authentication
® Single Sign-0n
® LDAP Server

* Settings

e ——

WAN Opt. & Cache

w

Controller

Log & Report

v
X

TuUAOUN 2 : 8319 User Group 119411 User 1114210 RADIUS ( A94/1% 1A Group Name )

System New User Group
Router MName RADIUS_User A
Policy Type @ Firewall  Fortinet Single Sign-On {FS50) © Guest  RADIUS Single Sign-On (RS50)
Firewall Objects Members Click to set.., g A |
-Security Profiles Remote authentication servers ) . A y
VPN @ add | Edit T Delete

* Guest Management
=] Device

* Device Definitions

0K | Cancel

* Device Groups

i

* Endpaint Profile
=) puthentication

* Single Sign-On
" LDAP Server

“ RADIUS Server
om Settings

Tl i I

WAN Opt. & Cache

WiFi Controller

Log & Report
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TUADUN 3: 7514 Policy Auth 10819 User Group #5111 LDAP

System
Router. Palicy Typs @ Firawall © VPN
;_ Policy Subtype (0 Address @ User Identity ) Device Identity
Palicy Incoming Interface port10 (LAM) (¥
Source Address {51 LAN_Zone e
* D03 Palicy Outgoing Interface portl (WAN) +]

* Proxy Options
* 55L/55H Inspection
2] @ Monitar

[ Enable N&T
@ Use Destination Interface Address [7] Fixed Part

) Use Dynamic IP Pool Click to add..,

Gonfigure Authentication Rules

& Create New

User/Group Destination Address Schedule Traffic Shaping Logging
all AL - [%] 7]

WAN Opt. & Cache

i | Cancel

WiFi Controller

Log & Report

= RADIVS_User always ¥ ACCEPT
& ANY all ALL always = a (%] @ DENY
Firewall Objects [7] skip this policy for unauthenticated user
Security Profiles || Disclaimer
VPN [ Customize Authentication Messages
User & Device Camments \Write & comment.., o0/1023

Y
101U User 92AAYN Firewall Auth

FERTINET

Authentication Required

Please enter your username and password to continue.

Username:

Password:
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AMIMHUUAAT Auth Time-Out Y9I Global

System

Router

Authentication Timeout

Paolicy

Protocol Suppart

Firewall Objects

Security Profiles

VPN

-* Device Definitions
* Device Groups
b Endpoint Profile
) authentication

= Single Sign-0n

" LD&P Server

=% RADIUS Server

B g Vulnerability Scan
& & monitor
af [ ol

WAN Opt. & Cache

Er—

B Two-factor Authenticatic

Certificate

WiFi Controller

Log & Report

Authentication Settings

5

[¥] HTTP [[] Redirect HTTP Challenge to a Secure Channel{HTTPS)
] HTTPS

FTP

TELNET

self-sign -

Apply

Config Auth OverDrive 1o 11U 19 User U19nqua1nsn Auth 181031 1 Session

FortiGate # config system global

FortiGate (global) # set policy-auth-concurrent. 1

FortiGate (global) # end

FortiGate # config user group

FortiGate (group)# edit-Manager

FortiGate (Manager) # set auth-concurrent-override enable

FortiGate (Manager) # set auth-concurrent-value 2

FortiGate (Manager) # end
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Device Auth
3[} ]

A a . A = 9 [ .
VUAOUN 1 : (1@ Device Detect N1 Interface NABINITIN Policy

=-® pashboard
- ® Status

Edit Interface

Alias LAN

Link Status Up ©
* Top Sources Type Physical Interface

Top Destinations

——— Addressing mode @ Manual ) DHCP () PPPoE ) Dedicate to Fortiap
ap Applications 4

B8 Netwark Ip/Metwork Mask 192 .168,1.100/255.255.255.0

b 11t

Administrative Access

HTTRS [#] PING  [[] HTTR [T FMG-dcoess [7] CAPWAP

" DNS — — —
[l ssH [ sNMP [T TELMET 0] FCT-Access

Explicit Proxy

Packet Capture DHCP Server [[] Enable
o Config = .
| B T s Security Mode Nore - 0
Router
Device Management
Policy
Detect and Identify Devices ]
Firewall Objects i
i Add New Devices to Vulnerability Scan ]
Security Profiles List
PN Enahle Explicit Web Proxy E

= Listen for RADIUS Accounting Messages =
User & Device

Secondary IP Address =

WAN Opt. & Cache
Camments 0iz55

WiFi Controller Wirite a comment... i/ L
Administrative Status @ O Up ) © Down

Log & Report

Y
X

VuUADUN 2 : FortiGate 92 @10130 Detect Device Ulﬁ)

System @ Create New | Edit 1 Delete 9 Refresh Total Devices Tracked: 1
Rauter | vontine |  voewiee @ ] 0000 ves @001 vuser ] Y 1P Address ortiClient State
I — ]

Policy

Firewall Objects

Security Profiles

VPN

I

* Device Groups

* Endpoint Profile
J authentication
Single Sign-On
LDAP Server
= RADIUS Server

n

* Settings
Two-factor Authenticatic
& ulnerability Scan

@ Manitor -
« [0 r

WAN Opt. & Cache

WiFi Controller

Log & Report
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System

Router

Policy

Firewall Objects

Security Profiles

Device Groups
Endpoint Profile

Single Sign-On

% LDAP Server

B RADIUS Server

w Settings

& Twro-factor Authenticatic
& Vulnerability Scan

4 I ] *

WAN Opt. & Cache

Authentication L

I

& moritar -

WiFi Controller

Log & Report

9
(%

Alias

MAC Address

Additional MACs

Device Type

Discovered Device Status
05
1P Address
Last Seen

Custom Groups

Camments

VUADUN 3 : A9%D Device

ENGINEER-001
3c:97:08:79:62:48
Click ta add...

5 Windaws PC

Windows [ 7 (z64)

192.168.1.111
12:22:23 {port10)
None

\Write a camment..,

0/255

oK | Cancel I

Y
CY

System

Router

Paolicy

Firewall Objects

Security Profiles

VPN

* Device Definitions

Endpaoint Profile
J Authentication
® Single Sign-0n
“ LDAP Server
RADIUS Server
Settings
i Twa-factor Authenticatic
& b vulnerahility Scan
E;' Monitor

o il | »

WAN Opt. & Cache

CEC—

WiFi Controller

Log & Report

MName

Members

Comments

VUABUN 4 : 11 Device ¥199 Group

ENGINEER_DEVICE
ENGINEER-001

\Write a commert.,.

_eok

0/255

> Cancel
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%

* Proxy Options
® S5L/55H Inspection
@ Monitor

Firewall Objects

Security Profiles

VPN

User & Device

WAN Opt. & Cache

[¥] Enable MaT
@ Use Destination Interface Address [] Fised Port

) Use Dynamic IP Poal Click to add...

Configure Authentication Rules

System
; Router Folicy Tyne @ Firawall ) VPN
Policy Palicy Subtype ) address ¢ User Identity
Policy Incoming Interface port1n (LAN) L
Bl Folic Source Address =] LAN_Zone L+
* Dos Policy Outgoing Interface portl (WAN) [+

VUABUN 5 : WU Policy  Auth @28 Device H3® 19 Pre-Define Device Signature

& Create New

ation Addr Endpoint Compliance Schedule Traffic Shaping
all EMGIMEER_DEVICE AL always = a 7] + ACCEPT
all all - AL always - o o @ DENY

] Disclaimer

7] Customize Authentication Messages

Device Policy Options
[7] Attempt to detect all Unknown device types hefore implicit deny

7] Redirect all non-campliant/unregistered FortiClient compatible devices to a captive portal

7] Prompt E-mail Collection Partal for all devices

WiFi Controller ~ ==
e SRR Write a commertt,., 0f1023
og & Repo -
Sast Authentication Rule
ystem
Policy Subtype
Router Destination Address = F
S — Incoming Interface Eall 4 ) |
Palic Device
I ... e ) ¢
Policy ATt intarace Compliant with Endpaint Profile Please Select x
Schedule [Henciuesr-no1 2
i Enable MAT . & ENGINEER_DEVICE
* Dos Polic: e Service ) 3
y. Use Destination Interface| Al . o
= Prory Options Action [ android Phone
. | Use Dynamic IP Poal [& Android Tablet
SRLABH:I=pscto Locaing Onti BlackBerry Phone
# 5 paritor Configure Authentication Rul ng_gmg PEERs BlackBerry FlayBook
e R I ) No Log @ Collected Emails L
@ Create Mew [ Edi e — . B Fortinet Devies E 3
Destination nddress © Log Secrit g [ Gamning Console
all ENGIN @ Log all Sessions 1P Phone |
— Gre 7
—= e Diphons
all Security Profiles B Linux PC
of Antivirus B Media Streaming
[ Disclaimer - ¢ [ Other Network Device B
Firewall Objects |71 Customize Authentication MJ N = P
T . “rr  Application Contral B windows PC =
B idinclasine hone
Device Policy Options ‘ i) IPS a - -
¥PN [7] Attempt ta detect all Unkn| - B
rnail Filter
User & Device 7] Redirect all non-compliant} e sl
o | off_, DLP Sensor default
WAN Opt. & Cache 7] Prompt E-mail Colleckion Py ERC LA 1
ATt aee SRl /SSH Insnartinn Atk
WiFi Controller I (]
Log & Report (814 Cancel i
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' ] A .
N384 Log lahpun FortiAnalyzer

System Log Settings
Router

Palicy Logging and Archiving

Firewall Objects [¥] Send Logs ta Fortisnalyzer/FaortiManager

Security Profiles 1P Address: 192.168.2.254 Test Connectivity

VPN Upload Option

3 @ Realtime
User & Device <

Encrypt Log Transmission
WAN Opt. & Cache

Send Logs to FortiCloud

WiFi Controller

Account: Test Connectivity

Event Logging

[¥] Enable all [¥] WiFi activity event System activity event [¥] User activity event
= * Forward Traffic [¥] Router activity event [¥] WPN activity event [¥] Explicit web proxy event
= * Lacal Traffic
#£ Event Log GUI Preferences
& (3 security Log Display Logs From Disk -

[¥] Resaolve Hostnames (Using reverse DNS lnokup)

H V| Resolve Unknown spplications (Using remote application database
& & monitor | op (Using Jalal )

Apply
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