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System Administration

FortiOS 5.0 Enhancement Summary

Routing & Network Services

® Support configuration from Andriod & i0S devices
through USB interface with FortiExplorer App

® \Web-based Manager filtering & Columns improvements
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Device Based Identity

*  Support Spanning Tree Protocol (STP) for FortiGate
Switch Mode interfaces

® Support Virtual Switch & Hardware Switch feature

* New option to format boot device before firmware
update

® New CLIcommand to set factory default except VDOM/
interface settings

* Apility to disable the console login
e SNMP trap for FortiAP or FomSmtch )

e SNMP implementation for Intelligent Platform
Management Interface (IPMI) sensor

*  SNMP Extensions for BGP
e Simplify GUI for FortiGate/FortiWiF 20C and 40C

* Sgt DHCP options to get TFTP server P and config file
name to restore the configurations

® New setup wizard, included for all 1U models

e |mproved support for long hostnames in the CLI prompt

Visibility
* Additional dashboard Widgets

* [ew & expanded Real-time Sessions Widgets

e (Contextual Information: Device, OS, User, destination
hostname & geographic visibility

* Display threat information from FortiGuard Encyclopedia

FortiGuard Services
e FortiGuard Real time GeolP updates

e FortiGuard SMS messagmg service

. FortiGuard USB Modem DB updates
e FortiGuard Device/0S Visibility signature updates
e Device based licensing for FortiCloud Service

* Switch port extensions
® Switch Fabric access control list (ACL)

* WCCP2mode

.................. Randaver SUDNOME | ot

* (ption to restrict the number of IP addresses that can
be leased to the same MAC address

® BGP AS-Path rewrite

* |ncreased Router Policy limit

e Dynamically cost of lag interface

* Authentication-based routing

High Availability

e Fortinet redundant UTM protocol (FRUP)

e _Support corfiguration synchronization in standalone
mode

e SSL-VPN authentication high availability (HA) failover
support

User Based |dentity

e [ceess Based SSO using 802, 1x, Captive portal &
FortiClient VPN

* Device t},rpe.-’group classification & management

e Device based security policy

Endpoint Control

. FortiCliert ubiqu'rtous authentication

. Captn.re Portal for Endp0|nt control cl|em checking &

install

* FortiClient configuration provisioning for "off-net”
security enhancement

e Support device based policy on remate location & routed
network

e Endpoint Logging

Client Reputatron

e Multi-vector scoring
e Real-time client reputation monitoring

User Notification

e Fortinet Top Bar

Firewal I

* Policy I|sTenI1ancement

e Citrix & terminal services S50 Agent

® Mac address access list

* RADIUS-based 350 (Dynamic Profile)

* Support for secondary/backup remote authentication
erver

ct FSS0 Polllng Mode from Fo

. HTTP-only authentication over HTTPS channel

® \Web-based manager suppart for multicast policy and

multicast address

® P fragment and NAT enhancements

* (Glestaccess provisioning

OTP Token Server

® Secure OTP seed import

o JSON API for token support

e |P pool fixed port range

e Restriction to virtual IP (VIP) on specific interfaces

e S|P NAT enhancement & support for TLS inspection
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